Rievtech PLC connect to Azure IoT platform

1. Enter ‘IoT Hub’ and create a new IoT Hub.

Create a new ‘Resource group’.

Azure services

+ Px |l ®m ¢ o

Create a IoT Hub Resource Subscriptions Security Center Quickstg
resource qroups Cente
Microsoft Azure £ Seal
Home >
IoT Hub =
FAEZE

Ee Manage view () Refresh & Export to CSV it Open query 7 Feedbac

Filter for any field... Subscription == all Resource group == all X Location =

Home > IoT Hub >

IoT Hub « IoT hub

FABE Microsoft

+ add 63 Manage view
Basics  Networking Management Tags Review + create

‘ Filter for any field...

Create an loT hub to help you connect, monitor, and manage billions of your IoT assets. Learn more

Name *
Project details

.ﬁ’c rievtechPLC *eg . .
Cheose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.
Subseription * @ | Azure iTHE 1
|_ Resource group * (O \ |

Create new
Region * (O | East Us
IoT hubname* @ | Enter a name for your hub
Create new

A resource group is a container that holds related
resources for an Azure solution.

MName *

| Demd

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources.

Subscription * (@ | Azure iTH 1 v |
Resource group * (@) | (New) Demo v |

Create new
Region* (@ | East US AV |

IoT hub name * @ l | DemoPLC \/l




Home > IoT Hub >

IoT Hub
FAER

-+ Add 5:‘9? IManage view

| Filter for any field...

Name T

._’:‘t..' rievtechPLC

< Page

IoT hub

Microsoft

Basics  Networking Management Tags Review + create

Create an IoT hub to help you connect, monitor, and manage billions of your [oT assets. Learn mare

Project details

Choose the subscription you'll use to manage deployments and costs, Use resource groups like folders to
organize and manage resources.

Subscription * @ ‘ Azure {TH 1

L

Resource group * (D) ‘ (New) Demo

Create new

Region* (& ‘ East US

IoT hub name* @ ‘ DemoPLC

< Previous l Next: Networking =




Microsoft Azure L Search resources, services, and docs (G+/)

Home > IoT Hub >

IoT Hub « IoT hub

HiABZE Microsoft

+ add fé:? Manage view
Basics Networking Management Tags Review + create

| Filter for any field...

Network connectivity

T . . . .
Name Connect to your Iot Hub using public or private endpoints.

1
ievtechPLC had
':%" fevee Connectivity method * (@ I @ Public endpoint (all networks)

O Private endpoint

o All networks will have access to this [oT i
Learn more about connectivity methods.

< Page oft > | < Previous: Basics | [ Next: Management > ||




Choose IoT hub tier.

p — e Sewioes‘ e —

Home >

IoT hub

Microsoft

Scale tier and units

Pricing and scale tier * (@ F1: Free tier ~
Learn how to choose the right IoT hub tier for your solution

Mumber of F1 IoT hub units @ 1
Determines how your IoT hub can scale. You can change this later if your needs increase.

~

Defander for loT (@ ) off
Turn on Defender for IoT and add an extra layer of threat protection to IoT Hub, IoT Edge, and your devices. Learn more

Pricing and scale tier @ Fl Device-io-cloud-messages @ Enabled
Messages per day @ 8,000 Message routing @ Enabled
Cost per month 0.00UsD Cloud-to-device commands @ Enabled
Defender forloT @ Disabled IoT 2dge @ Enabled

Device managemen: @ Enabled

# Advanced settings

Scale

Device-to-cloud partitions @ O

Transport Layer Security (TLS)

Minimum TLS Version @ O 10
® 12

| < Previous: Networking |i Next: Tags = ||




This example does not fill in here.

Microsoft Azure

Home > IoT Hub >

IoT Hub

EAB=R

4+ Add €3¢ Manage view

| Filter for any field..

Name T

1

=

Mo IoT hub to display

and

A Search resources, services, and docs (G+/)

IoT hub

Microsaft

Basics MNetworking Management Tags  Review + create

Tags are name/value pairs. To categorize resources and consolidate billing, apply the same tag to multiple resources and
resource groups. Your tags will update automatically if you change your resources. Learn more

Name @ Value ©

Resource

IoT Hub

Review + create ‘ < Previous: Management

Next: Review + create » ||




Microsoft Azure ' Search resources, services, and docs (G+/)

Home > IoT Hub >

IoT Hub « IoT hub

BHi\BZE Microsoft

+ Add €:§:3 Manage view ~ - 0 Validation passed.

Filter for any field... |

Name * Basics  Metworking Management  Tags  Review + create
1 Basics
Subscription Azure 1T 1
Resource group Demo
Region East US
l IoT hub name DemoPLC
) MNetworking
Mo IoT hub to display
Connectivity method Public endpoint (all networks)
ICreate an IoT hub to help you connecs, monitor, and i dooi )
marage billions of your 107 2sen Private endpoint connections Mone
earn more about IoT Hub & Qui
telematry from device of Management
Pricing and scale tier F1
Create IoT hub Number of F1IoT hub units 1

Messages per day 8,000
Device-to-cloud partitions 2
Cost per month 0.00 USD
Defender for loT Disabled
Minimum TLS Version 1.0
Tags

Microsoft Azure £ Search resources, servi

Home >
» DemoPLC-524162835 | Overview #
¥ Deployment
% Overview @ We'd love your feedbackl =
F Inputs
= Outputs I s Deployment is in progress
B Tempiate Deployment name: DemoPLC-524162835

Subscription: Azure iT(# 1
Resource group: Demo

A Deployment details (Download)

Resource Type

No results.

Wait for a while.



S S .

Home >

w DemoPLC-52585934 | Overview =

O% Depioyment

« @ pelete (O cancel (T Redeploy () Refresh

[ GeEmE @ We'd love your feedback! =

F Inputs

= outputs @ Your deployment is complete

B Template Deployment name: DemoPLC-52585934 Start time: 5/25/2021, 8:5%:37 AM

Subscription: Azure 3Ti& 1 Correlation ID: 48035fal-3c80-4c2c-956¢-a3972adf3712
Resource group: Demo

A Deployment details (Download)

Resource Type Status Operation details

@ DemoPLC Microsoft Devices/lotHubs oK Operation details

\A Next steps.
Add and configure 10T Devices| Recommended

Configure routing rules for device messaging Recommended

Go to resource

Create a new IoT devices.

Heme > DemoPLC-52585934 >

IoT devices =
DemoPLC

O Refresh Delete

View, create, delete, and update devices in your IoT Hub.

Field Operator Value

+ X | select or enter a property name b4 || = ~ || specify constraint value

- Add a new clause
<[> switch to query editor

Device ID Status Last Status Update (UTC)  Authentication Type Cloud to Device Message Count

No devices found




Microsoft Azure

Home > IoT Hub » DemoPLC >

KN Create a device -
kL

o Find Certified for Azure IoT devices in the Device Catalog

DeviceID* (@

[ rigvtechPLC ]

Authentication type @
a . - ~
(SRS X509 Self-Signed  X.509 CA signed )

Primary key (@
Enter your primary key

Secondary key @

Enter your secondary key

Auto-generate keys @
Connect this device to an IoT hub &

A
(e ) )
1« Disable )

Parent device (@

No parent device
Set a parent device

Home > DemoPLC

W DemoPLC | IoT devices =

IeT Hub

P search (Ctrl+7) « -+ New () Refresh Delete

X Overview View, create, delete, and update devices in your [T Hub.

Activity log Field

Operator Value

‘ select or enter @ property name

A Access control (IAM) + X

~ H = ~ H specify constraint value

¢ Tags T Add a new clause

& Diagnose and solve problems

Evenis
Device ID Status

Enabled

Settings

Shared access policies

Last Status Update (UTC)  Authentication Type

- Sas

/> Switch to query editor

Cloud to Device Message Count




2. Program xLogic programs.

1) ‘Connect to MQTT Server’block

O

MOTT;

Connect to MQTT Serve

BOO1[Connect to MQTT

Farameter | Comment |

Block mame [¥ Show Parameters

’Network 46 - I 1 [# Clean Session
TP Address v

I & Domain ame |DamoPLE. azure-devices. net l 2

IPm gaas I 3
Commestion timssut 0 Hj 3
PING interwval time 50 _Ijj 5

[V Enabls S5T/TLS Brotecol  [TLSVLZ

% Ch signed server certificate {7 Self signed certificates

Ch File I

Client Certificate File I

Client Key File I

[¥ PEM Formatted

1 =
[Client 10 [rievtechPic | oF Create only one ID

a
I Weame [DemoFLE. azure-devices net/rievtechfls | ©

[ Pazzword IShared.l\ccessSignature sr=DemoFLC. arure-devices. net#2Fdevi ces¥2FrievtechPLO4si g=3ybLAFEbURLLSE ]ﬂ}{i de

F‘he CPU [FR-Z6DC-DAT-ET-4GHIFI] with the firmware version must be 7= ¥104 can support METT!

1) Network
The options are Ethernet and 4G (this option is available for 4G
PLC models) .

2)Domain Name

Get this address from the picture below:

A R

Home >

' DemoPLC  #

=% LoTHub

2 Search (Ctrl+) « > Move ~ [T Delete (O Refresh

4 A Essentials Copy to clipboard

o i Resource group (change) : Demo Hostname : DemoPLC,

B Activity log group (chang; {[is)
Status Active Pricing and scale tier FL-Free

2 Access control (AM) scale

PR Current location East US Number of IoT Hub units : 1

ags

Subscription (change)  : Azure iTIH 1 Minimum TLS Version  : 1.2

£ Diagnose and solve problems B
Subscription ID : 1931e07¢-2997-4c4d-be5d-dB1c144ab6d3

¥ Events




3) Port
Fill in 8883

4) SSL/TLS

As shown below:

Frotocol ITI.S‘!'I. 2

[(3‘ Ch =igned server cartificate] (" %elf cigned certificates

CA File I

Client Certificate File I

[ E

Client Eey File I

[¥ PEM Formatted

5)Client ID

Fill in ‘Device ID’.

£ e N ey U A (R

Home > DemoPLC

i} DemoPLC | IoT devices =

IeT Hub

P search (Ctrl+/) « —+ New () Refresh
K Overview View, create, delete, and update devices in your IoT Hub.
Activity log Field Operator Value
B Access contral (AM) + X ‘ select or enter a property name Y H = v H specify constraint value
& Tags = Add a new clause
& Diagnose and solve problems </> Switch to query editor

Events

Device ID Status Last Status Update (UTC)  Authentication Type Cloud to Device Message Count
Settings
Enabled - Sas 0

Shared access policies
» Identity
@ Pricing and scale
&> Networking
A Certificates
@ Built-in endpoints
=" Failover
= Properties
B Locks
Explorers
B Query explorer %

* IoT devices

6) Name
format {iothubhostname}/{device id}

{iothubhostname} is Domain Name.
{device id} is Client ID.

Fill in here: DemoPLC.azure-devices.net/rievtechPLC

7) Password
A dynamic token is generated by Visual Studio Code software as the



password for connection. The token has a validity period, after the

validity period expires, the connection will fail.

Install the "Azure IoT Tools" extension.

File Edit Selection View Go Run T

Azure IoT Tools

Azure IoT Tools o
The ultimate coll of extensions f...
Microsoft Install

Thi = part of Azure L...
Microsoft Install

R Tool
R Tools (Intel nature help, t...
Mikhail Arkhipo Install

Enter the "Explorer" window and connect to Azure IoT Center.

File Edit Selection View Go

~ NO FOLDER OPENED
You have not yet opened a folder.
Open Folder

You can clone a repositon

rn more about how to u

> OUTLINE

2 AZURE IOT HUB
X ®@oho




~ AFURE IOT HUB

t IoT Hub nection String

ct [oT Hub
Create IoT Hub

If the following information is displayed in the lower right corner:

Follow the methods below to solve this problem:

Press CTRL + SHIFT + P, and then search for 'Azure Sign In'.
A browser window should show up, asking you to sign in. Then
suddenly your Microsoft Azure Account Extension should work
again.

File Edit Selection View Go Run Terminal Help Visual Studio Code [Administrator]
@ EX R >A ‘
~ NO FOLDER OPENED

to Azure Cl
with D«

You have not yet opened
Open Folder

You can clone

arn more about how to u
rol in

After successfully logging in to Azure Account in the browser window,

the following picture will appear:

Visual Studio Code

You are signed in now and can close this page.

Perform the following operations again.

~ AFURE 10T HUB

> Set IoT Hub Connection String

ct [oT Hub
Create IoT Hub




Edit Selection View R Terminal H Visual Studio C

* NO FOLDER OPENED

You h

» OUTLINE
v AZURE IOT HUB

Terminal al Studio C

T Hub
NO FOLDER OPENED DemoPLC

ot yet opened a folder.
Open Folder

ne a reposi

To learn more about how to use git

S OUTPUT NA D Azure IoT Hub

Suhscription selected: Azurs 3

Subscriptien sele : Azure 1T/H] 1

v
> OUTLINE

» AZURE [OT HUB
Set IoT Hub Connection String

Select IoT Hub

e IoT Hub

< — =
X ®@0A0 g Azure:riegpe 021@outiook.com



) FEle Edit Selection View Go Run Terminal Help Visual Studio Code [Administrator]

@ R’

 NO FOLDER OPENED

You have not yet opened a folder.

Open Folder

> OUTLINE

vc AFUIRE IOT HUR

DemoPLC

istributed Tracing Sett

ints
OUTPUT L Azure IoT Hub

Subscription se
Subscription se
IoT Hub

X @0MA0 £ Azurerievtechl 1@outlook.com

Generate SAS Token:
Select the target IoT device, right-click the mouse, and select the
"Generate SAS Token for Device" option.
» AZURE IOT HUB
DemoPLC
Dev
rievtechPLC (4
nd D2C Message to IoT Hub
Send C2D Message to Device

ribut

: Invoke Device t Method
Endpoints

Edit Device Twin

Start Monitoring Built-in Event Endpoint

Start Receiving C2D Message

Device Info

Copy Device Connection String

te Device




After entering the valid time of the token, press Enter to end.

File Edit Selection View Run Terminal Help Visual Studio Code [Administrator]

@ 3 J 100

~ NO FOLDER OPENED Enter expiration time (hours) (Press "Enter’ to confirm or 'Escape’ to cancel)

You have not yet opened a folder.

See the string corresponding to the token in the "output" window.

> OUTLINE
~ AZURE IOT HUB
DemoPLC

rievtechPLC

OUTPUT T 1A LE Azure IoT Hub
[sAsToken] SAS token i = and copied tc
SharedaccessSignature
51g=SbP2CBF@xsnXJFq%2FUyppM5%2FQd3ghd%2FpspsqMVa65IXcX3D&se=1622271516

In the above picture, the content selected in the red box is the

Password we need.

2) ‘Publish with MQTT’block

BOO4[Publish with MQTT]

Comm ]Parameter ] Comment 1

Elock name: [¥ Show Parameters

Hetworle 4G -

HoS Lewvel * Qos1 " Qo30
[ Betained

[¥ Publish intervel time g Eﬂ g

Fublizh topie | |devicesf’rievtechI’LC;"messagesfavents;"

The format of Publish topic is as follows:

devices/IoT device name/messages/events/

IoT device name is rievtechPLC



EoEvn e

Camment Parameter CPU/EST Index Count Format Description Length

A = Signed short S 0

B =) Signed short a 1}

C >\ CcRU > 10m hd B ~ | Bit 5 0 &

3) ‘Subscribe with MQTT'block

Comm IParameter | Comment I

Elock name [V Show Parameters

Hetwork 4G -

QoS Level & QoSt Qa0

v Subscribe interwval time 5
|V Subscribe interval ti 30 =4 =

1
Subseribe topic IdevicesfrievtechPLEfmessagesfdevicehnundf# l

¥ Azure C2D I

The format of Subscribe topic is as follows:
devices/IoT device name/messages/devicebound/#

IoT device name is rievtechPLC



B00S[Subscribe with

Mazzaze zawed to:

Strings Start byte: I "I (Total length: 256 chars)
Receiwe number: IJ’LS Received LI I1 ::llj
Option 1:; User can set number of chars could read

"Chars to Receiwe”

Option 2: User can HOT set number of chars, could read
“Az Recaived”

3. Test MQTT
1) Download the program to the PLC and monitor online, as shown in

the figure below, you can see that the PLC has successfully reached

the Azure IoT platform.

2) Test PLC's Subscribe
Press the down button on the PLC LCD panel to trigger ‘Subscribe

with MQTT’, as shown in the figure below:

Send information on Visual Studio Code software.

Right click on the device and select ‘Send C2D Message to Device’.



~ AZURE IOT HUB

s

ge to IoT Hub
Send C2D Message to Device
Invoke Device Direct Method

Edit Device Twin

Fill in the content.

) File Edit Selection Run Terminal Help Welcome - Visual Studio Code [Administrator]

@ 2 Hi test~1

~ NO FOLDER OPENED Enter message to send to device (Press 'Enter’ to confirm or "Escape’ to cancel)

Press Enter to send.

OUTPUT ERMINAL DLE Azure [oT Hub

The PLC receives the information.

3) Test the Pubish of PLC
On the Visual Studio Code software, right-click the device and

select ‘Start Monitoring Built-in Event Endpoint’.



~ AZURE IOT HUB

-

nd D2C Message to IoT Hub

nd C2D Message to Device

Invoke Device Direct Method

Edit Device Twin

Start Monitoring Built-in Event Endpoint

» Endpoints

S QUTPUT TERMINAL ¥ Azure IoT Hub

[IoTHubMonitor] Start monitoring message arrived in built-in endpoint for
[rievtechPLC] ...

Press the up button on the PLC LCD panel to trigger ‘Publish with

MQTT’, as shown in the figure below:

You can see the information sent by the PLC on the ‘OUTPUT’ window
on the Visual Studio Code software, as shown in the figure below:

s [OUTPUT | TERMINA ) Azure IoT Hub v = 8

[IoTHubMonitor] There is a running job to monitor built-in event endpoint. Please stop
it firs

[IoTHubMonitor] [18: 8 AM] Message received from [rievtechPLC]:
BOCes”

[IoTHubMonitor] [1 83 AM] Message received from [rievtechPLC]:

"ASBOCBS™




