Rievtech PLC connect to AWS IoT platform

1. Enter ‘Internet of Things’ — ‘I0T Core’ in AWS Managemengt Console, as shown

below:
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2. Create a new ‘Things’ .
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Services ¥ arch fo ces, featu arketpl and doc t £\ rieviech ¥ Oregon ¥  Supp|

AWS loT @ Introducing the new AWS loT console experience
We're updating the console experience for you. Learn more [} Try the new experiences and let us know what you
turn off the new experience from the navigation menu.

Monitor
Activity .
AWS loT Things
» Onboard .
Things
¥ Manage

Search things m
Types

Thing groups
Name Type
Billing groups

aws Services ¥ Searc i ketplace | and do t+S] £\ rievitech ¥  Oregon ¥  Support
AWS loT @ Introducing the new AWS IoT console experience

We're updating the console experience for you. Learn more [4] Try the new experiences and let us know what you think. You can turn
off the new experience from the navigation menu.

Monitor
Activity
AWS loT Things Create things
» Onboard
v Manage Creating AWS loT things
Types
Thing groups An loT thing is a representation and record of your physical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.
Billing groups
Jobs
Tunnels Register a single AWS loT thing

Create a thing in your registry Create a single thing

» Greengrass




aws Services ¥ Q 2

@ Introducing the new AWS loT console experience

AWS loT X
We're updating the console experience for you. Learn more [ Try the new experiences and let us know what you think. You can
turn off the new experience from the navigation menu.
Monitor
Activity . .
AWS loT > Things Create things » Add your device to the thing registry
» Onboard
CREATE A THING
¥ Manage . . .
i Add your device to the thing registry
ings
Types

Thing groups
This step creates an entry in the thing registry and a thing shadaw for your device.
Billing groups
Narme
Jobs

Tunnels

» Greengrass

Apply a type to this thing

» Secure
Using a thing type simplifies device management by providing consistent registry data for things that share a type.

» Defend Types provide things with a common set of attributes, which describe the identity and capabilities of your device, and a
description.

P Act Thing Type

e No type selected - Create a type
Click “"Next” at the bottom of the page.

Show thing shadow ~

Cancel

Create a certificate:

aws Services ¥ [e}

AWS loT % @ Introducing the new AWS loT console experience
We're updating the console experience for you. Learn more [4 Try the new experiences and let us know what you think. You can
turn off the new experience from the navigation menu.
Monitor
Activity . N . N a oz
AWS loT Things Create things Add your device to the thing registry Add certificate
» Onboard
CREATE A THING
¥ Manage e .
) Add a certificate for your thing
Things
Types
Thing groups e B . . .
A certificate is used to authenticate your device's connection to AWS loT.
Billing groups
Jobs
One-click certificate creation (recommended)
Tunnels "
This will generate a certificate, public key, and private key using Create certificate
» Greengrass AWS loT's certificate authority.
B Sorurs




Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time,
keys cannot be retrieved after you close this page.

In order to connect a device, you need to download the following:

A ICEI"tIfICatE‘FDI' this b4cBeS6b0e.cert.pem Download
thing

A public key b4c8eS6b0e.public.key Download
A private key bdc8eS6b0e. private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Download the 3 certificates in the picture below.

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public
keys cannot be retrieved after you close this page.
In order to connect a device, you need to download the following:

A certificate for thi
Fer ieste Tor this bdc8e96b0e.cert.pem
thing

A public key b4c8e96b0e.public.key

Download

A private key

bdc8eS6b0e.private key

You also need to download a root CA for AWS loT:

A root CA for AWS | .




For root CA, select the ‘RSA 2048 bit key’ in the figure below:

AWS loT Core X

Developer Guide

CA certificates for server
authentication

What is AWS 1oT?
Depending on which type of data endpoint you are using and

Getting started with AWS loT
Care which cipher suite you have negotiated, AWS loT Core server

authentication certificates are signed by one of the following

Connecting to AWS loT Core =
root CA certificates:

> AWS loT Tutorials

b Managing devices with AWS loT VeriSign Endpoints (legacy)

P Tagging your AWS loT resources « RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root
¥ Security CA certificate 2

Security in AWS loT Amazon Trust Services Endpoints (preferred)

¥ Authentication

Server authentication @ Note
b Client authentication You might need to right click these links and select
» Custom authentication Save link as... to save these certificates as files.
» Authorization
b Data protection + RSA 2048 bit key: Amazon Root CA 1[4,
» Identity and access + RSA 4096 bit key: Amazon Root CA 2. Reserved for future
management use.
Logging and Menitoring + ECC 256 bit key: Amazan Root CA 3[&.
Compliance validation « ECC 384 bit key: Amazon Root CA 4. Reserved for future
Resilience use.

Put the downloaded 3 certificates in a folder:

|| AmazonRootCAl pem
: 5] b4cBed6b0e-certificate.pem.crt
|| b4cBe96ble-private.pem.ke
A VVSIGR P i Y

3. Create a new ‘Policies’ .

(] 4 rcievteh v Oregon ¥  Support

AWS loT (@ Introducing the new AWS IoT console experience x
We're updating the console experience for you. Learn more [7] Try the new experiences and let us know what you think. You can
turn off the new experience from the navigation menu.

Monitor

Activity @ Success

Successfully deleted selected resources.
» Onboard
¥ Manage AWS loT Policies
Things ..
Policies

Types

Thing groups

Billing groups Search policies

Jobs

Tunnels Name

» Greengrass myplc
¥ Secure
PR12_Core-policy
Certificates
Policies




Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things,
topics, topic filters). To learn more about loT pelicies go to the AWS loT Policies documentation page.

Name

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

Resource ARN

AWS loT > Policies

Policies m

Search policies

Name
myplc aee
PR12_Core-policy e

PLC-test01 e




Enter ‘Certificates’ and find the certificate just created

|| AmazonRootCAl.pem
Calb4c8e96ble-tertificate.pem.crt
|| b4cBe96b0e-private.pem.key

Services ¥

¥ S

Search certificates

[ Name Status
@ b4c8e96b0edb72592478e2faeB5f0ebfibfc457a6a44140461bed8ff2b2072... Active

4fbcaadd9f38e2942d9bBf7d6227d6ca13c067265c798860869a499dbb245... Active

71a6e8f47bd082416b464ed47e32a7049787d09f3074f47c30e5711f85613... Active

AWS loT X AWS loT Certificates
Monitor Certificates m
Activity
» Onboard Search certificates
¥ Manage
Name Status
Things
Types b4c8e96b0e0b72592478e2fae85f0ebf2bfcd57a6244140461bedBff2b2072... Active wse
Thing groups
Billing groups 4fbcaadd9f38e2942d9b87d6227d6ca13c067265c798860869a499dbb245... Active e
Jobs
71a6e8f47bd082416b464ed47232a7049787d0913074147c¢30e5711f85613... Active sss
Tunnels
» Greengrass 194b7c57d%9aefd0b0e92c507ae547b18b261f131bad%a2c6fb92a0b2e015a...  Active wse
¥ Secure ©92139585bdf2dd0d05b4591a%ebd5fdd8h314b2c774c4fcff25dbab7e819...  Inactive sss
df3deldafa23d0ccf6632c80656cb82ec3abela262d7013e89c6fe2e54ch1b50  Inactive wse
AWS loT Certificates 2
Certificates 1 selected Actions ~

Deactivate

Revoke

Download

Delete




Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

b4c8e96b0e9b72592478e2fae85f0ebf3bfca57a6a44140461be48ff2b207207

Choose one or more policies

Search policies

myplc View

PR12_Core-policy View

1|E| PLC-test01 View

1 policy selected

4. Find the endpoint of this Things in ‘Settings’ .
Port is 8883

aws Services ¥ £\ rieviech ¥ Oregon ¥

Types -

Thing groups AWS loT Settings

Billing groups Settings info
Jabs
Tunnels . .
Device data endpoint info c
b Greengrass Your devices can use your account's device data endpoint to connect to AWS.
¥ Secure
Each of your things has a REST API available at this endpoint. MQTT clients and AWS IoT Device SDKs [4 also use this
Certificates endpoint.
Policies
Endpoint
CAs iyl tuOhii2-ats.iot.us- ..AMazonaws.com

Role Aliases

Authorizers
Domain configurations
» Defend
You can create domain configurations to simplify tasks such as migrating devices
» Act to AWS loT Core, migrating application infrastructure to AWS loT Core and
maintaining brand identity.

Test
Create domain configuration

Software Name Domain name Status Service type Date updated

Settings

No domain configurations
1




5. Write program on xLogic software.

1) “‘Connect to MQTT Server ’ block:

Farmeter |Coment |

Elaock name [~ Show Parameters
Hetwork [Ethernet - [¥ Clean Sessien

© IF hddrass 34 %o0 16 a0
+ Domain Heme m—ats. iotuswl . amazenaws con |
Fort [e553

Connection timeout 10 Ej s
PING interval time 30 _ljj s

Protecel ITLSV1. 2

" CA signed server certificate % Self signed certificates
Ch File IC \lsersiAdminiztrator\Desktop A¥S ChlhmazonRootChl. pem _I
Client Certificate File IC \izersiAdminiztrator\Desktop\AHS CA\b4cBe08blecertificats. pem. crt _I
Client Key File C:\Psers\Adniniztratori\DesktopA¥S CA\b4c8e08b0e—private pem. ke _I

¥ PEW Formatted

Client ID | 038403870401 Randomly generated =g Creste only one ID |

Hans |

Password | I~ Hide

lThe CEV [PR-26DC-DAL-RT-4GWIFI] with the firmware version must be = VI04 can suppert MQTT!

cacs |

It should be noted that only our newly produced PR26-4G PLCs support the 4G MQTT
function (PR26-4G PLCs produced in June 2021 and later).



ﬁ#ﬁ?élil(l):|j S CA x|« @ ek Ev
=% : EMER =)
| | AmazanRootCALpem 2021-04-29 T4 17.. PEM 3T
5l bdcBe96ble-certificate.pem.crt 2021-04-29 T4 17.. =22
| | b4cBe96ble-private.pem.key 2021-04-29 4 17..  KEY 3oft
4 m 3
I W T @ |
B, @ —

4|

After filling in, do not change the storage location of the certificate.

2)Publish

| Paraneter | Comment |

Elock name: [ Show Paramsters

Hetwork FEthernet -

Qo3 Level " gost & gos0
[~ Retained

¥ Publish interval time

Fublish topic

BO04[Publish with

Comm Comment

Comment Parameter CPU/ERT Index Count Format D escription Length

I3 =~ Signed short 5 1]

B =~ Signed short u] 1]

C > CPU ~1om i ~ | Bit 5 a hd

3) Subscribe:

[ B005{subscribe wit

{ [Cem] |Paranatar | Conmant |
pnTY Elock name: | [~ Show Parameters

Hetwark Ethernet -

QoS Level @ QoSL Qo0

] Sebtibo Adcsmcdl o o =i s

Subscribe topic

[~ hzure C2D




Comm | Comment I

Mezzage zaved to:

Strings Start byte: I 'l (Total length: 256 chars)

Receiwe number: IAS Received LI I1 ::Ilj

Option 1: User can zet mamber of chars could read
“Chars to Receive”

Option 2: User can HOT set number of chars, could read
"z Received”

6. Download the program to PR-18DC-DA-R-N.

Online monitoring:

7. MQTT. fx connects to AWS platform

Download link:http://mgttfx. org/http://www. jensd. de/apps/mqttfx/1.7.1/



http://mqttfx.org/
http://mqttfx.org/

@ MQTTHR-171 Y - - - -
File Extras  Help

local mosguitto

3 | Profiiename | aws | name arbitrarv ]
Profile Type  MQTT Broker - ‘m

MQTT Broker Profile Setti

amlmmddressl a3fykli4uOhjz8-ats.iot.us-west-2.amazonaws.com I
e — Rand rated,

Client IDI 141£762358e24f0550bb17afa78652d9 . Gen:

General User Credentials [SERIFAIES Proxy LWT

EIIEHESSLITlF v I Protocol  TLSv1.2 -

CA signed server certificate
CA certificate file
CA certificate keystore The address can be copied from the ‘Connect to MQTT

® Self signed certificates G ” [l

CAFil | C:\Users\Administrator\Desktop\AWS CAVAmazonRootCALpem || .

Client C: ilg I C:\Users\Adminis Desktop\AWS m\bﬁﬂébo&:mﬂimle.w} -

Client Key Fi | C:\Users\Administrator\Deskiop\AWS CA\b4cBes sbOe-private.pem. | ...

Client ey Password |

Self signed certificates in keystores

Connect |

When MQTT. fx is successfully connected to the AWS platform, as shown below:

B

Connect

subscribe topic:

718 Extras Help

AWS

Log




Publish BEILEGGGES  Scripts  Broker Status  Log

e :

PLC-test01

Dump Messages Mute

publish topic:

AWS

Subscribe  Scripts  Broker Status  Log

8. Use MQTT. fx to test MQTT of PLC.

1) Test the MQTT subscribe of PLC:

Press the down button on the LCD panel to trigger Subscribe with MQTT block.

MQTT. fx publishes information with the subject

Subscribe  Scripts  Broker Status  Log

‘PLC-test01” .



PLC successfully subscribed to the topic ‘PLC-test01’ .

At the same time, MQTT.fx will also subscribe to the information with the topic
‘PLC-test01’ .

Publish Scripts  Broker Status  Log
PLC-testO1
PLC-test01
Dump Messages Mute
Topics Collector (0) Scan | Stop |
PLC-test01
29-04-2021 18:14:17.65657177

2) Test the Publish of PLC
Press the up button on the LCD panel to trigger Publish with MQTT block.

After the Publish is successful, the Subscribe block of PLC and MQTT. fx both
receive the message with the subject ‘PLC-testOl” .



Publish Scripts  BrokerStatus  Log

PLC-test01 - QoS2 E- 23
PLC-test01 PLC-test01 1
QoS0
PLC-test01 2
QoS0
PLC-testD1 3
QoS0
PLC-test01 a
QoS0
PLC-testD1 5
QoS0

opics Collector (0) Scan | Stop o h

PLC-test01

5
29-04-2021 18:16:30.65790541 QoS0




